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What is Behavioral Targeting?
• When you surf the Web and perform certain actions online 

(visit pages, submit search queries, click on ads, purchase 
items), the sites and their third party ad servers are 
tracking your surfing habits. HOW?

• Cookies : text-only string of information that site or ad serving company 
transfers to the cookie file on a user’s computer hard drive so that site or 
ad serving company can recognize the user later. A cookie always contains 
a randomly generated unique number (cookie ID).

• Pixels: Aka web beacon or action tag- a transparent graphic image 
(usually 1 pixel x 1 pixel) that is placed on a website, ad, or in an email. 
When a tag is triggered, it collects information about the user’s interaction 
with the website, ad, or email. Used in combination with cookies to help 
create links between the advertising that brought a user to a website and 
the actions and data collected on that site.

• Example: Let’s track Rufus’ online session  

http://www.smileycentral.com/?partner=ZSzeb001_ZNfox000


Rufus searches for “payday loan” on Randomportal.com

RandomPortal sets a 

cookie on Rufus' computer 

or calls a cookie that the 

browser previously 

accepted from 

RandomPortal.com 

Random Portal collects:

1. Internet Protocol (IP) 

address

2. Address of the last 

URL visited prior to 

clicking through to 

randomportal.com

3. Browser and platform 

type and browser 

language

4. Data in any undeleted 

cookies

Assigns a unique ID 

so Rufus is trackable

on other web sites
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RandomPortal sends query information to Google:

http://rp-ads.google.com/search?q=payday+loan=rp-
testing5&channel=test9&num=0&ad=w5&output=xml_no_dtd&ip=
206.80.1.253&adtest=off&adsafe=medium&adpage=1&ie=UTF-
8&oe=UTF-
8&useragent=Mozilla%2F5.0+%28Windows%3B+U%3B+Windows+NT+5.
1%3B+en-
US%3B+rv%3A1.8.1.14%29+Gecko%2F20080404+Firefox%2F2.0.0.14

• Google receives Rufus' IP address, Rufus’ query and the 
URL of the RandomPortal page where the query was made.  

• If Rufus clicks on a sponsored link sold by Google, Google 
will also set a cookie on Rufus’ computer

• Google will store and retain that information in Google’s 
query logs for 9 months.



RandomPortal RandomPortal sends ad request to its 
third party ad server DoubleClick

• There are DoubleClick pixels on the pages of 
RandomPortal.com.  This enables DoubleClick to set a 
cookie with a unique ID to track Rufus.

• DoubleClick will know whether Rufus clicks on ads or 
not. The actions of Rufus (click on the ad or no click), 
will be tracked and stored into Rufus' cookie.  

• Every time Rufus comes back to RandomPortal, or 
another site containing DoubleClick action tags, the 
site checks Rufus' cookie, modifies it and adds some 
elements to it as relevant. Rufus' browser will 
automatically give the site access to the cookie file. 



To enable and enhance behavioral targeting, ad 
networks and ad serving companies have action tags all 
over the web
• It’s a safe assumption that ad serving companies like 

DoubleClick and Atlas have cookie data on 95% of consumers 
who surf the web.  Such cookie data includes:

1. web pages visited, 
2. ads clicked on, 
3. queries made, 
4. IP address

• What do ad serving companies do with such information?
They place users in target groups.
With the “payday loan” query, Rufus is placed into group of 
consumers who are seeking financial services. Other 
inferences can be drawn from his IP address. 
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Is Rufus aware of any of this happening?
He reads RandomPortal’s privacy policy

• “When you visit our website we may assign your computer one or 
more cookies to facilitate access to our site and to personalize your 
online experience. Through the use of a cookie, we also may 
automatically collect information about your online activity on our 
site, such as the web pages you visit, the links you click, and the 
searches you conduct on our site. Most browsers automatically 
accept cookies, but you can usually modify your browser setting to 
decline cookies. “

• We allow third-parties, including advertising companies and ad 
networks, to display advertisements on the Site. These companies 
may use tracking technologies, such as cookies or web beacons, to 
collect information about users who view or interact with their 
advertisements. This information allows them to deliver targeted 
advertisements and personalized online experiences and gauge 
their effectiveness. 
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To escape from behavioral targeting, Rufus can set his browser to 
systematically refuse cookies from Web sites or he can delete cookies from 
his computer’s cookies file after every Web surfing session. 
The Network Advertising Initiativeoffers a single location to opt out of ad 
targeting from member companies (www.networkadvertising.org).

http://www.networkadvertising.org/
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There is no specific disclosure and consent requirement.  
However the FTC issued proposed principles to guide the 
development of self-regulation 

• Every Web site where data is collected for behavioral advertising 
should provide a clear, consumer-friendly, and prominent statement 
that data is being collected to provide ads targeted to the consumer 
and give consumers the ability to choose whether or not to have 
their information collected for such purpose. 

• Any company that collects or stores consumer data for behavioral 
advertising should provide reasonable security for that data and 
should retain data only as long as is necessary to fulfill a legitimate 
business or law enforcement need. 

• Companies should obtain affirmative express consent from affected 
consumers before using data in a manner materially different from 
promises the company made when it collected the data.

• Companies should only collect sensitive data for behavioral 
advertising if they obtain affirmative express consent from the 
consumer to receive such advertising.



Example of Disclosure and Opt’Out Mechanisms



Other Example: Ask Eraser
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